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Abstract

This article describes a melding of a government-sponsored architecture for complex systems with open systems engineering
architecture developed by the Institute for Electrical and Electronics Engineers (IEEE). Our experience in using these two
architectures in building a complex healthcare system is described in this paper. The work described shows that it is possible to
combine these two architectural frameworks in describing the systems, operational, and technical views of a complex
automation system. The advantage in combining the two architectural frameworks lies in the simplicity of implementation and
ease of understanding of automation system architectural elements by medical professionals.

Introduction

The purpose of this article is to describe an experience with the Command, Control, Communications and Computer
Intelligence, Surveillance and Reconnaissance (C4ISR) architectural framework applied to the electronic health record (EHR)
domain. Beginning in the 1960s, electronic storage systems transformed paper-based medical records into EHRs. First-
generation EHRs converted information such as patient name, address, date of birth, social security number, and insurance
carrier into computer-based records. Little or no attempt was made to capture patient medical records in the same information
database. With the advances in networking and telecommunication infrastructure in the 1970s, the integration of individual
databases became possible. Geographically distributed medical treatment facilities with different medical databases were able
to access information across heterogeneous platforms. This article describes the architecture of what is today arguably the
world's largest healthcare information system. The Composite Health Care System (CHCS), a Department of Defense
(DOD)-owned healthcare system, has more than 17 million records in its database as of this writing.

One method for evaluating the sophistication of EHRs is Waegemann's Five Levels of Electronic Records.

Level one  - Automated medical records that largely depend on paper records for their origin. Most of the paper-based
information is converted into computer-generated printouts stored within the medical record. Hospital automation projects (for
example, laboratory, radiology, and pharmacy information systems) emulate the paper-based patient record. Level two-Paper
documents are scanned and indexed into an EHR system using document-imaging systems.

Level three  - EHRs that contain medical information of the same scope as the scanned system, but the information is
rearranged for computer manipulation. All patient information is collected and stored at the site, making the various information
systems within a site accessible to all caregivers. In some cases the EHR integrates expert systems.

Level four - EHR systems that contain all healthcare-related information concerning any one person. The patient record
contains information from one or more provider sites. This level typically involves an application system capable of uniquely
identifying all patient information across various databases, use of common terminology, and security systems.

Level five  - This EHR is the most comprehensive collection of an individual's health information. It differs from the patient
record in the unlimited amount of health information about a patient that the caregivers capture. It includes wellness
information, particularly behavioral activities (such as smoking, dietary, and drinking habits), and drug-related, exercise-related,
environmental, and sexual information.

When CHCS was first deployed, it was a second-level EHR. The CHCS supports a single medical treatment facility (MTF)
and maintains information on encounters between the patient and healthcare provider that have occurred at that MTF. Over
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the past 25 years a set of systems, including CHCS, have been developed and maintained as the military health systems
(MHS).

A major effort to address the limitations of CHCS was initiated in 1999. This effort resulted in a new version of CHCS known
as Composite Health Care System II (CHCS II). CHCS II provides for creation and maintenance of a complete health record
for military personnel and their dependents. A complete health record consists of data collected over the patient's lifetime
across all treatment facilities within the MHS or outside it. CHCS II uses a standardized healthcare data dictionary, which
includes MHS-specific medical terminology. CHCS II provides, for the first time, an MHS enterprise-wide EHR. Deployment
across the entire enterprise is planned in phases, and certain user functions such as preventive health (occupational and
behavioral health) still need to be built before a level five EHR can exist. The problems that led to the creation of CHCS II are
discussed below.

Statement of the Problem

CHCS is a level three EHR system, according to Waegemann's model.1 While it has served the military health community well
for the last 25 years, CHCS is written in the Massachusetts General Hospital Utility Multi-Programming System (MUMPS, or
M for short) programming language. M has many limitations, such as:

interpreted execution vs. compiled language execution for more modern languages
lack of support for modern programming practices such as information hiding and modularity
lack of commercial vendors able to supply trained programmers needed to evolve and maintain the CHCS

Some limitations of the CHCS are:

1. There is no easy way to obtain data across a patient's lifetime of care because there is no lexicon of standard terms and
medical concepts that can serve as a centralized database of terms.

2. Clinical encounter notes are stored separately from the clinical data and are not directly associated with the
corresponding clinical data.

3. Each treatment facility in the MHS has evolved its own CHCS that is co-located at the site and captures clinical
information that originated only at that site.

4. CHCS is not integrated with a number of ancillary systems such as the dental, pharmacy, and laboratory application
systems.

5. CHCS does not have a modern graphical user interface that facilitates the implementation of the current business
workflow.

6. CHCS does not provide for the electronic exchange of demographic (name, address, date of birth, and social security
number) and clinical data between a wartime theater of operations and the home treatment facility.

CHCS II was developed to address the limitations mentioned above.

Solution System Architecture

In the DOD environment, an architectural framework already exists that can be used to develop, document, and implement
complex architectural artifacts associated with highly complex automation systems. A highly complex automation system in this
article refers to "a system made up of many independent systems." The DOD-mandated architectural framework is the
C4ISR. Wood and Cohen describe an experience applying the C4ISR framework to architecture generation for a large and
complex automation system in the Air Force.  This article describes the implementation of the C4ISR guidelines in developing
the CHCS II architecture.

The C4ISR guidelines define three architectural viewpoints: the operational, systems, and technical views. The operational
view focuses on business rules; the systems view focuses on the hardware and software components; and the technical view
depicts the standards used to implement the solution system.

1. Operational view - Contains graphical and textual descriptions of the operational nodes (OV-1) and system elements
(OV-2), assigned tasks and activities, and information flows required between nodes (OV-3). The operational view
defines the types of information exchanged, the frequency of exchange, which tasks and activities are supported by the
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information exchanges, and the nature of information exchanges in detail sufficient to ascertain specific interoperability
requirements. (http://hmrha.hirs.osd.mil/wip/Indexdi.htm)

2. Systems view - This view explains how multiple information systems link and interoperate and may describe the
internal construction and operations of particular information systems within the architecture. Physical connection,
location, and identification of key hardware and software may be included. The systems view may also include data
stores, circuits, and networks, and it may specify system and component performance parameters. The systems view
associates physical resources to the operational view and its requirements per standards defined in the technical view.

3. Technical view - Provides the technical systems implementation guidelines upon which engineering specifications are
based, common building blocks are established, and product lines are developed. The technical view includes a collection
of the technical standards, conventions, rules, and criteria organized into profile(s) that govern system services,
interfaces, and relationships for particular systems views and that relate to particular operational views.
(http://www.tricare.osd.mil)

Further details of the C4ISR views have been described earlier.  C4ISR provides guidance but does not mandate the
implementation models for these views. For CHCS II, C4ISR is used to depict the operational view; the systems and technical
views of the C4ISR framework are implemented using the Institute for Electronics and Electrical Engineers (IEEE) Open
Systems Environment (OSE).

The IEEE OSE framework was used to depict the systems and technical views because the OSE model was the most
straightforward to implement. For example, block and stack diagrams required by the OSE model are simple to develop and
use for communication among medical practitioners and technicians, who were the primary drivers of the implemented system.
Figure 1 shows the C4ISR views and their relationship to the OSE framework.

Systems View

Figure 2 shows the IEEE OSE model used for the CHCS II architecture in detail. Per the OSE, application software includes
programs, data, and documentation, and is referred to as application software entities (ASE). Examples of ASEs in CHCS II
are shown in Figure 3. In the CHCS II EHR, these application platform entities (APE) are written in modern languages such
as Visual Basic and Java. Consequently, the development and maintenance issues related to the high costs associated with the
M programming language are minimized.
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The model in Figure 3 also identifies the interfaces, services, standards, and their relationships.

Application Program Interface (API)-Identifies the interfaces between the application processes across all services
provided. The API connects the ASEs and APEs through software and hardware.
Application Platform Entity (APE)-Specifies a uniform set of services in support of application portability and system
interoperability. APEs can be heterogeneous hardware systems or such software as operating systems and compilers.
External Environment (EE)-Identifies the external entities with which the application platform exchanges information.
EE refers to the interfaces to systems outside the CHCS II environment; it includes people, groups, and other
automation systems.
External Environment Interface (EEI)-Identifies the interface between the APE and the EE across which information is
exchanged. EEIs connect the APEs to the EE through software and hardware entities and allow CHCS to communicate
with external agencies such as Veterans Affairs and Indian Health Services.
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CHCS II adds new functionality and extends capabilities of the existing CHCS through ASEs such as Lexicon and Consult
Tracking. For example, CHCS II addresses urgently needed standardization of terminology encoding systems among the
medical treatment facilities owned and operated by all three DOD services through the use of the Lexicon ASE.

All the ASEs for CHCS II shown in Figure 3 are defined below:

Consult Tracking-Allows medical care provider access to information regarding patient's consultations with providers.
Order Entry-Allows provider to order medications, tests, and any other relevant requests.
Lexicon-Provides the health data dictionary. It contains synonyms mapping the MHS terminology to standard code sets.
Immunizations-Allows access to clinical information related to immunizations of DOD personnel.
Defense Enrollment and Eligibility Reporting System-Allows access to and creation of demographic records for eligible
DOD personnel.
Security-Infrastructure-related application that allows secure transactions for medical records.
Master Patient Index/Master Patient Locator (MPI/MPL)-Infrastructure-related application that provides an MPI and
MPL to providers, managers, and others for identifying and locating patients and medical staff.

An example of an API service is the security application, which includes:

Identification and authorization-Prevents unauthorized use of user privileges by uniquely identifying users and
associating specific privileges with each user.
Access control-Prevents unauthorized use of systems and resources using techniques such as passwords, profiles, and
Internet firewalls.
Authentication-Defines how individuals/systems will be validated.
Accountability-Identifies audit trails and a policy on electronic record amendment.
Data integrity and non-repudiation-Identifies encryption and digital signatures using existing government and industry
standards.
Confidentiality-Ensures that data are not made available to unauthorized individuals or computer processes through use
of encryption, security association, and key management.

Building the operational view products first and the systems view products second can eliminate some of the confusion in
mapping systems to operations. In some cases this method forces an expensive system solution rather than a small operational
change. The systems views of the C4ISR model are represented using the OSE model as shown in Figures 2 and 3. Additional
systems views for the MHS can be found in CHCS II System Views.
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Operational View

C4ISR mandates operational views for node connections and information exchanges. Operational views are implemented using
"node connectivity diagrams" (also known as OV-2 in C4ISR parlance), a commercially available diagramming tool supported
by the Unified Modeling Language.

Figure 4 shows data flow among the major components of the CHCS II. A set of such diagrams is used to describe the
business operations of the CHCS II system and correspond to OV-2 and the information exchange diagrams (OV-3) of the
C4ISR framework, where the ovals represent nodes and the arrows represent data flows.

In Figure 4, the Client Core entity represents a government-owned ASE that interacts with the Order Entry User Interface for
interactive order placements. Patient and healthcare provider information is transferred in every case through interprocess
messages from the interface to the Order Entry ASE.

Figure 4. Operational View-2 (Node-Connectivity Diagram) for Order Entry for CHCS II

From the order entry ASE, messages are sent to the database containing MHS business rules (DB/BR) for verification before
the order can be executed. For example, contraindicated drugs cannot be ordered as a result of the rule in the DB/BR. The
next steps involve sending the order using Health Level 7 protocols to the appropriate CHCS system. This step will continue to
function until CHCS is retired. Next, the order is sent to the CHCS II central data repository wherever CHCS II is
implemented. Note that CHCS II is currently implemented at only three of the approximately 150 sites it will ultimately service.
The final step is order response.

Technical View

The technical view addresses concerns related to interoperability and interprocess communications. Terminology and
communication standards for the technical view are specified in the government-furnished Joint Technical Architecture
Standards.  Technical views typically show the protocols used for bridging ASE, APE, and EEI entities defined in the systems
view. Protocols such as Health Level 7 for medical terms are important in that standards allow interoperability among
heterogeneous software and hardware entities.

Conclusions

CHCS II has been deployed at Langley Air Force Base and Fort Eustace in Virginia as well as at Seymour Johnson Base in
North Carolina. Later in 2004, CHCS II is expected to be deployed at Fort Bliss and Goodfellow Air Force Base in Texas.
More than 750,000 DOD personnel are covered for medical services by the existing deployment.
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As a lesson learned, the EHR level four and five CHCS II extends the limited capabilities present in the existing CHCS
through wider use of modern computer science in medicine, a characteristic of level four and higher EHRs. An architecture
based on de facto standard models such as C4ISR and the OSE provides a consistent framework for future developers to
refer to when evolving the EHR. Perhaps the most important feature of the architecture for the CHCS II system is that for the
first time it provides business planners a mechanism for evaluating system change requests and their impact on the existing and
future architectures. Also, costs and schedules for implementing improvements through system change requests can be better
estimated using the architecture described above for the CHCS II system.

Our experience with C4ISR shows that while this framework does provide a generic architectural model for describing large
and complex systems, it does not prescribe how to implement the system, technical, and operational views. For example, we
have developed the three C4ISR recommended views but chose to represent the system and technical views using the OSE
model.

Future work is expected to include sophisticated knowledge couplers for automated responses to questions from providers and
receivers of healthcare using advanced artificial intelligence methods.

In 1999 Prithviraj Mukherji, PhD, was the chief technologist at Universal Systems, Inc., when his team developed and
documented the architecture of the CHCS II system for the Department of Defense Military health systems program. He is
currently an independent contractor with the Military health systems program. Csaba J. Egyhazy, PhD, is an associate
professor in the Computer Science Department at Virginia Tech, Northern Virginia Graduate Center.
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